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i, (Currently Amended) A method for the secure priming o f print data lorn 
a client application, residing on a data network to m interface device which has a printer, 
said interface device residing on a digital cable network which has a cable head end for 
interfacing said digital cable network to said data network, said method comprising the 
steps of: 

generating print data in said client application; 

determining whether a first secure communication pgtfr j$ 9$tahhshed paths 
tsetet between said client application and said cable head end, and whether a second secure 
communication path is estqbf^fy^ between said cable head end and said interface device; 

transmitting, in response to a determination that said first and second secure 
communication paths are established exist., said print data from said client application to 
said interface device[|;]j j^jMein and sending said print data i&senttft ,^j,d printer from 
said interface device lo sard - p i' nit 'g r ibr printing. 

client application and said cable head end, and between said cable head end and said 
interface device, 

2> (Currendy Amended) A method according to Claim 1 1 wherein the step 
For determining whether said first and secosfrl secure communication paths are established 
exist between said client application and said cfthfo head end, and between said cable head 
end and said interface device conjpmg rnetedes the use of a secure protocol between said 

client application and said cable head end, and between said cable head end and said 
interface device. 
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3. (Currently Amended) A method according to Claim 2, wherein the step 
for determining whether said first and second secure communication pate are estahtisfaqfl 
exist between said client application and said cable head end, and between said cable head 
end , and said interface device further comprises tnefades a confirmation through said secure 
protocol* that mid cable head end is a secure location, and a confirmation, through said 
secure protocol that said interface device is a secure location* 



4, (Currently Amended) A method according to Claim 1 , wherein the step 
for transmitting, in response to a determination that said first and secon d secure 
communication paths a re establishe d mist, said print data from said client application to 
said interface device comprises inetotfcs sending said print data from said client application 
to said cable head end in a deviee-independent format, transforming in, said cable head end 
said prist data from said devke-indepe&dent format to a rasterized format which 
corresponds to said printer, and then sending said print data in said rasterized format from 
said coble head end to said interface device for priming h^ tm said printer, 

5, (Currently Amended) A method according to Claim 1, wherein the step 
for transmittim^ m response to a determination that said first and second seenr** 
communication paths are established exist, said print data from said client application to 
said interface device comprises t*eh*de* encrypting said print d*rta by said client 

application, sending said encrypted print data from said client application to said cable 
head end, sending said encrypted print data from said cable head end to said interface 
device, decrypting said print data in said interface device, and sending the decrypted print 
data to said printer for printing. 
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6, (Previously Presented) A method according to Claim 3, wherein said 
confrrroation that said interface device is a secure location is sent from said interface 
device to said cable head end. 

7, (Original) A method according to Claim 3, wherein said confirmation 
that said cable head end h a secure location is sent front $aid cable head end to said client 
application. 

8, (Currently Amended) A method according to Claim 1, wherein the step 
for transmitting, in response to a determination that said jfeLM&S&SSG^ secure 
communication paths are established txtst said print data from said client application to 
said interface device comprises traraete transforming, by said client application, said prim 
data from a sard devise-independent format to a rasterized format which corresponds to 
said printer, sending said print data in said rasterized format from said client application to 
said cable head end, and then sending mi4 print data in said mt&riggd formal from said 
cable head end to said interface device for printing by on said printer. 

V, (Original) A method according to Claim 2* wherein said secure protocol 
is a secure sockets layer protocol 

10. {Currently Amended) A method according to Claim 2, wherein the step 
for determining whether said iiiiiijaisecure communication oaths are established 
e#t$5 between said client application and said cable head end, and between said c able head 
m& and said interface device comprises inci t t de s ! tr je transmission of at least one certificate 
from said interface device to said cable head end and the transmission of at least one 
certificate from said cable head end to said client application. 



Application/Control Number: 09/357,593 
Art Unit: *** 



Page 5 



i I , (Currently Amended) A method for the secure printing of print data 
from a client application residing on a data network to an interface device which has a 
printer, said interface device residing on a digital cable network which has a cable head end 
for interfacing Said digital cable network to said data network* said method comprising the 
steps ofiCE;]] 

generating print data in said client application, 
determining that a fim secure communication path is established exists 
between mid client application and $atd cable head end upon receipt through a secure 

sending, in response to ito [[»}] determination that $aid fe| secure 
communication path kj^ablished exists, said print data from said client application to said 
cable head end in a device-independent format; 

transforming, in said cable head end, said print data from said device- 
independent format to a rasterized format which corresponds to said printer; 

determining that a second secure conmmnication path jj% established exists 
between said cable head end and said interface device upon receipt, through <s secu r e 

location> and 

sending, in response to the [f a] j determination that said second secure 
communication path is established exists, said print data in said rasterized format from said 
cable head end to said interface device for printing by on said printer. 
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12. {Currently Amended) A method for the secure printing of prim data 
from a client application residing on a data network to au interface device which has a 
primer, said interface device f esiding on a digits cable network which has a cable head end 
foi iiiicifadng said digital cable network tu said data irciwutk, said nicthud cumpusittg the 
Steps of: 

generating print data in said el kilt application; 

transforming, in staid client application, said print data from a device- 
independent format to a fastened format in accordance with a printer driver corr^ Mdhjg 
to said printer attached to $aid interface device whkli ctn , t'eigpo^dl ti> it aiti 1 yx inter: 

encrypting, in said client application, said print data in said rasterized 

format; 

seeding said encrypted print data in said rasterized format from said client 
application to said cahle head end; 

sending said encrypted print data in said rasterixed format from said cable 
head end to said interface device; and 

decocting, in said interface device. mA prim data in said rasterimi format 
tor printing &y cm said printer. 
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i X (Previously Presented) An apparatus for the secure printing of print data 
from a client application residing on a data network to an interface device which has a 
printer, said interface device residing on a digital cable network which has a cable head end 
for interfacing said digital cable network to said data network* comprising; 

a program memory for storing process steps executable to perform a method 
according to any of Claims 1 to 12; and 

a processor for executing the process steps stored in said program memory. 



$4. (Previously Presented) Computer- ex ecu table process steps stored on a 
computer readable medium, said computer-executable process steps for the secure printing 
of print data from a client application residing on a data network to an interface device 
which has a printer, said interface device residing on a digital cable network which has a 
cable head mid for interfacing said digital cable network to said data network, said 
computer-executable process steps comprising process steps executable to perform a 
method according to any of Claims 1 to 12. 

15. (Previously Presented) A computer-readable medium which stores 
comput^executable process steps, the computer-executable process steps to achieve the 

secure printing of print data from a client application residing on a data network to an 
interface device which has a printer, said interface device residing on a digital cable 
network which has a cable head end for interfacing said digital cable network to yM data 
network, said compute-executable process steps comprising process steps executable to 
perform a method according to any of Claims I to 12. 
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1 6. (Previously Presented) A method according to Claim 1 , wherein said 
interface devke is a set top box, 

1 7. (Previously Presented) A method according to Claim 1 1, wherein said 
interface device h a set top box. 

18. (Previously Presented) A method according to Claim J 2, wherein said 
interface device m a set top box* 

1 9. (Previously Presented) An apparatus according to Claim 13, wherein 
said interface device is a set top box, 

20. (Previously Presented) Computer-executable prtjcm steps according to 
Claim 14> wherein said inter lace device is & set top box, 

2 1 . (Previously Presented) A computer-readable medium according to 
Claim 1 5, wherem said interface device is a set top box. 

22 to 29. (Cancelled) 



